Network and Information Security (NIS) Directive 2
Make 'Europe fit for the digital age'

The Directive

» Will become LAW 17t October 2024 in all EU Member States
»_Three General Objectives

1. _Increase Cyber-Resilience across EU Relevant Sectors
2. Reduce Inconsistencies.across EU
3. “Improve the level of joint situational awareness and the collective capability to
prepare and respond
» 'NIS2 expanded on NIS1 to include not just Critical infrastructure but also 5G

Seven key elements that all companies must address or implement as part of the measures
they take, including incident response, supply chain security, encryption and vulnerability
disclosure. In addition, the proposal envisages a two-stage approach to incident reporting.

1. Affected companies have 24 hours from when they first become aware of an incident to
submit an initial report
2. Followed by a final report no later than one month later.

These sanctions include binding instructions, an order to implement the recommendations
of a security audit, an order to bring security measures into line with NIS requirements, and
administrative fines (up to €10 million or 2 % of the entities' total turnover worldwide,
whichever is higher).

**Directive does not apply to entities carrying out activities in areas such as defence and national security,
public security, law enforcement and the judiciary. Parliaments and central banks are also excluded from
the scope

THE SOLUTION

Certes protects the data not matter where it travels through its Patented strong encryption.
The addition of detailed meta data / Observability engine and API functionality allow Certes to
integrate into security reporting solutions.
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